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CSAP (laas, Saas)

CSAP-2017-001%

MTCS (Level3)

bsi. D) & bsi.
) &4 ol = A

Certificate of Registration Certificate of Registration sl

MULTI-TIERED CLOUD SECURITY MANAGEMENT SYSTEM - SS 584:2015

CLOUD SECURITY MANAGEMENT SYSTEM - CSA STAR CERTIFICATION 2014

MY : dlo|HE2APE FAH AL CHEX} - 2 @ 2|
This is to certify that: . This is to certify that: NAVER Business Platform Corp.
S Ko Toer e T SISMYIA Y : UOMBAPCEAE(SB7|US) laas
117, Bundangnaegok-ro 117, Bundangnaegok-ro
By S Bondang-gu, Seongrom PIEe] W : laaS EEEZ / 140 11774 8%
13529
'I‘Zz‘z‘z"‘ of Korea Republic of Korea ISR E7|2t : 514 (2017, 2. 24. ~ 2022. 2. 23)
(% SISFXI=A - 14 o9l ALRE2} +3)

Holds Certificate No: MTCS 744944 Holds Certificate No: STAR 667452
and operates a Multi-Tiered Cloud Security Management System which complies with the requirements of SS e o ooy 'f“‘"“""" System which complies with the requirements of CSA STAR

584:2015 for the following scope:

The provision of public, govemmental and financial cloud services including laaS, PaaS and
SaaS Services. This is in sccordance with Cloud Control Matrix 3.0.1. In association with IS0
27001 certificate IS 566931.

Please see scope page.

SLEA TR AEE FRETof A7 7[E(3A)) 4
e AFTY,

/ For and on behalf of BSI:

For and on behalf of BSI: Chris Cheung, Head of Compliance & Risk - Asia Pacific

Nadege Claydel, General Manager
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NAVER Cloud

for less-complex systems, the extra
baggage required to manoge
microservices reduces productivity

as complexity kicks in,
productivity starts falling
rapidly

the decreased coupling of
microservices reduces the
attenuation of productivity

Productivity

Microservice

Base Complexity

but remember the skill of the team will
outweigh any monolith/microservice choice

martinfowler.com/bliki/MicroservicePremium.html
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https://martinfowler.com/bliki/MicroservicePremium.html

CLOUD DEVOPS MICROSERVICE

Microservice

Microservice
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HE| 0|27

- Ol S2[A 0] 82| 50| 22520 E2{2[et &
O[O|X|= mZ7|Eet 7t =t 7=

Container

Container A Container B Container C

App A

App B App B

Libs Libs Libs

Docker

Host Operating System

Infrastructure

S5 HO|H 2|t &l Fd=te BE

Virtual Machines

Hypervisor

Infrastructure

https://medium.com/codingthesmartway-com-blog/docker-beginners-guide-part-1-images-containers-6f3507fffc98

NAVER Cloud
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AHHE|AZE

> Kubernetes = =20 B = QA A
HEHO|H AHERHZ, 20158 72 HE v
O 2 A|&t6H0], S4XH 1.20 HX| €H|O|E
| RSLICE.

1.0

» Kubernetes= container?| HiZ (scheduling),
2A(HA, Failover), %.F%F(Scaling)% Xts2to}o |
st ZsiZEoR M |RSLICE

—

Hor:
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ZHU[E|A SHAE Of3|HH]

kubectl
.:: Kubernetes Master Worker Node 1

i & 8 W
2iEjo]14 2AEL)

kube,
mH AP Worker Node 2
Server

Kube-proxy %) ) .
eted, T m #E|o| L BAELQ

HX
Infra

Container
Loggin Tracin Monitorin
Registry S
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ZHU|E|A HEHE - ETCD

Key & Value 2|gFe| 11 784 H&a

Kubernetes Master « Nodes

 PODs

« Configs

* Secrets

« Accounts
* Roles

* Bindings
* Others

NAVER Cloud H[O|H SR EIE| S AL 228 MIOILE 14



AHYIE|A - HEUE

Kube API Server

()
- YML
kubectl Worker Node 1

Kubernetes Master |

- Kube-

- °% oo
— KN

Scheduler

Controllers

Worker Node 2

“oe

2Ej|0] L HE}

DIrox
Kubelet

NAVER Cloud H[O|H SR EIE| S AL 228 MIOILE 15



FHU|E|A HEHEE - Kube API Server

- FHU[E|A APIE L=5I=HEE
- HEEEZO| QIE|HO|A

M[H

el HE

in
Im

+ Deployment T3 AlsH

$ kubectl create deployment kube-test -image=busybox -n
default

deployment.apps/kube-test

Kubernetes Master

Worker Node

°® oo
ZiH|o| HEHY

Kubelet

NAVER Cloud H[O|H SR EIE| S AL 228 MIOILE 16



AHY|E|A HEHE - Kube Controller Manager

S2|AEIYEN BLIEY U 22| EHE

NAVER Cloud

L

Kubernetes Master

p
Replication
- controller

i Node

- controller |

f N f
Deployment
. - controller

- controller
\. )

Crontjob

,
Namespace

- controller

J \\

[ Endpoint

- controller
)

i PV—Protection‘
. - controller

i Job

- controller
" )

.. ETC

Worker Node 1

2HE|0] L HE}!

Worker Node 2

b W b
2iEfo|L ZHE}Y
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FHY|E|A HAEUEE - Kube Controller Manal voce wontorperiod =52

SHAEJE] 2LEZ 3 2|

L

Kubernetes Master

p
Replication
- controller

HuHE

5s

Node Monitor GracePeriod = 40s

POD Eviction Timeout = 5m

Worker Node 1

DIrox

Evicted Evicted

‘-
N\

NAVER Cloud

[ Deployment 1( Crontjob
. - controller ) -controllerl
[ Namespace 1( Endpoint
. - controller JL - controller |
i PV—Protection‘ i Job )
- controller - controller |
.ETC

2Ej|0] L HE}!

Worker Node 2

Drox
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FHY|E|A HAEEE - Kube Controller Mananer

S2|AEIYEN BLIEY U 22| EHE

L

Kubernetes Master

Node ]
- controller |

[ Deployment Crontjob
- controller - controller )

f f .
Namespace Endpoint
- controller - controller |

\ J \\

i PV—Protection‘ Job
- controller JL - controller |

.ETC

NAVER Cloud

Node Monitor Period = 5s

Node Monitor GracePeriod = 40s

POD Eviction Timeout = 5m

Evicted Evicted

2AEj|0] L HE}!

se OO .

e e e o e o o e e e o e e e o o

" e .-
ZE[o|L HEFY
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FHU|E|A AR E - Kube Scheduler

SAH A |SE HEHE @ $ kubectl create deployment kube-test -image=busybox -n default

deployment.apps/kube-test

kubectl

Worker Node 1
Kubernetes Master

w — E—

Worker Node 2

W 99
2Ef0]1 ek
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FHU|E|A AEHE - kubelet

A XNME
FHUE|A E OO|FE 1.Register Node

2.Create PODs
3.Monitor Node & PODs
Worker Node 1

Kube-
°% oo
gy ooeet | e

Kubernetes Master

Scheduler

— ——‘

Report I\Eode/Pods info Worker Node 2
I

'

: Drox v W
- - - Kubelet HEf|o|L] 21E}o!

Controllers

NAVER Cloud H[O|H SR EIE| S AL 228 MIOILE 21



FAHY|E|A HREHEE - Kube Proxy

FHE|A EYA T2 A

Worker Node 1

Kubernetes Master
_ Kube- ‘ ‘ A Pod

DIroX 5 ‘ B “ T
Hej|o|L| ELQ)

:

Worker Node 2

-l o
DIroX 1 ‘ ] . ‘ m
HE|o[L] HE}R]
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IAHY|E|A EL2E}7|- 1A EhxbM

-_ =0 o O 1O O

« Master Node 353} 7t84 H%E
- Woker Node 2t Pod?| Auto Scaling Xl

Naver Kubernetes Service

cgl[;aeccii%y Scale out

1= == —

Master Master Master | |

o= S, N pmTmmm S I —_——
‘ | | \ I L3
— : API Server API Server = APl Server FEEEEIEEE

[ I - ! Worker Worker V\’(lorger

1 1 I ode
kubeCtl : Scheduler Scheduler = Scheduler : e MBS

1 ] 1

: Controller Controller = Controller : I

- s s ! s !

I [} I |

: = : Scale out I

: = : ___________

‘\N -------- ,‘ \- -------- ,A\~ -------- ,I
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FAHU|E|A E-825}7| - Deployment

- JEIF Gl=(Stateless) & HIEA| AtE
- Y2 ZHO|H Eeel Pod TH2 HHE
o ArEXAS| 7|CHAMER( Desired State) §X|SHS k= replicaset LEMEE O

 DeploymentE ReplicaSet 0f Ciet UpdateE &

* ReplicaSet2 AL&X2} 415t J|CH AEHQI Replical| +& X|£EH 22

App Descriptor

.

Deployment
- Replica: 3
[
kubeCtl = E]Im
Desired State

NAVER Cloud

|2
o

8101510§ QK| A2

Deployment \

‘Update, Rollback

:Scaleble, Self-Healing, Desired State

ReplicaSet \

POD

{Im

POD

m | ¢

&

)
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FHYE|A E85}7] - Pod2)

7|C MEl 52 It W - X9t X| = (Self-Healing)
« I Z H(probe)= ZAH O N A kubeletO]] 2|5 F7| MO 2 =l E| =
« J|CH AEH (Desired State)d| U X| %2 PodE & AI7|11

titlS B530l= M| &

LivenessProbe ReadinessProbe
Z1H|O|H 2| AFERE
go | Eoldo] Seror | DO QHE M2l Fupy
=° ol =X HEE MHA
A=A M2 ’
readinessprobe?| AI}{SHH pod
_ oot pE )k-|I:I|A':O|
Al t4 4 = O'”
XA
CheckType http, exec, tcpsocket http, exec, tcpsocket

NAVER Cloud

probe

LIt (diagnostic)O| Ct
,MZ& Pod € AFEZ
« Kubelet Pod?}| HAl SESH=X| 7|8 O 2 Health Checkdt= 7|59 ProbeSS

readinessProbe:
failureThreshold: 3
httpGet:
path: /debug/health
port: 5001
scheme: HTTP
periodSeconds: 10
successThreshold: 1

HIO|H SR TEIZ OHZAR 278 MID[LE
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https://kubernetes.io/ko/docs/concepts/workloads/pods/pod-lifecycle/#%EC%BB%A8%ED%85%8C%EC%9D%B4%EB%84%88-%ED%94%84%EB%A1%9C%EB%B8%8C-probe
https://kubernetes.io/docs/reference/command-line-tools-reference/kubelet/

FHU|E|A E-8617]| - Deployment (Rolling Update)

O Z2[3|0|4d HO[o|EsI?| - EF HEIo|E

« Al ReplicationSet2 M50 PodE M2 HEQE 7 7= A =84
- OiEZ|AH|0| M| AH|A FTh Glo| I} O|R0{E = U=E &

. UpdateS2 HHOS Pa|5|0, WRA| OH HHOE = Jts

Deployment

Deployment

v

V1 ReplicaSet

V1 ReplicaSet V2 ReplicaSet

\ 4 \ 4 \ 4 \ 4 \ 4
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AHL|E|A 22 5}7]| - Service

S AE L Pod=0iH| E2o17| fIgt HERIE Helst= LEHE
- SEAE LHROA A0t EEA|
02 PodE F0{ Healthst Pod2 Traffic 2t&sH= ’ls XS
- 2 AH9| Service CIDR Z0|A X|IHEl IPE MMots
-+ ANH|A 0|§2 E2{AHLU 1170t DNSE %
* Service2l NameSpace 0|22 EHAE L DNS A |ZER 5%
+ e.g.'<service>.<namespace>.svc.cluster.local”

M

kubelet

Readiness Probe
(Health Check)

Service A

DNS A : serverb.myapp.svc.cluster.local

NAVER Cloud

Cluster IP: 172.16.13.2
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FHU|E|A 2856} 7| - Service

Q. Service Type0i|l= 0t 2S0| QULIR?
712 M2 2HAH LRI AHEE & U= ClusterIP EfY

o2 T ML

. SB{AE 2204 5| PodE Hst)| QI3H, Service Efelo] #0| Ta

M-
+ ES 2R0| == Al, kube-proxy?} s ZE ListenS HYoIH S ELE|0 U= Pod2 HE
2t lof| SEE Z2I/AH ofo|m| 2 CSP2| External LB 7} E2{Z]S Hto}
S 2E LHR0ME AL MH|X 22, 30000-32768H EE A2 NodePosrt2 EHetEl Port2 TEA|
ClusterlP NodePort Load Balancer

External

Cluster L 2 7t

* Service
9000
Servic
172.21.10.1
8080 /_/\ 8080

Pod1 Pod1
10.1.0.1 10.1.0.2
Load Balancer - External
NAVER Cloud
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Ingress

« 2IE0|AM £ TrafficE2 S2{AH LHR S| Service= 2tESH| 2Iet 7

XIS
X Fet

 IngressOi| CH$t Service EfY X[H2 2|5 Traffic =41 £/, NodePort 22 LoadBalancer X|d ZQ

apiVersion: extensions/vibeta1l
kind: Ingress
metadata:
name: ncr-ingress
annotations:

nginx.ingress.kubernetes.io/configuration-snippet: |
chunked_transfer_encoding on;
spec:
rules:
- host: "ncr.ncloud.com"
http:
paths:
- path: /ncr/api
backend:
serviceName: ServiceA
servicePort: 80
- path: /ncr/
backend:
serviceName: ServiceB
servicePort: 80
- host: " * kr.ncr.ntruss.com"

~ o~ o~~~

nginx.ingress.kubernetes.io/proxy-read-timeout: “900"

NAVER Cloud

* _kr.ncr.ntruss.com

ncr.ncloud.com
/ \
/ncr Incr/api

l l

HIO|H SR TEIZ OHZAR 278 MID[LE 29



AHY[E|A BR8] - Y HIEL} =X

A HHE
« Deployment
«  AREA| 7|CH AElE R XIAFHZF= Controller

HLE

 Service |ngreSS 20k
. SPAE{Q|OtZS HIOZ PodE L /ingress-path =

* Ingress

e HTTP a|1=-4|¢% J ost 22 Path?|tt Service —
2t 2EISI0] XIS Service 2 2tRE /80:TCP Pod

Deployment ----»  Replicatset ---------
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Cl/CD

AMEHEIAE
® build and push
Docker image to
Private Registry
O ILLL Kubernetes Cluster
@ Webhook
° ‘(D Git commit/add Jenkins Container Registry - Dev
e o ' |:||bElasticSearch Service
Al Al .
Repository _ — L, A
Developer Image Build > Stage — .
@ trigger k8s Splnnaker Logging
deployment Image Deplo
pipeline 9 ploy
— Prod R
Spinnake‘r Pipeline
Configuration Staging DEV Manual Judgment Cluster-1.04
E E Cluster-1-Prod
Cluster-2-DR
NAVER Cloud
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Logging

FHUE|A HOA 205 =70 Crfot HEfIF QUZUKX|TH
CHEA O 2 Native mode, Daemonset mode, sidecar mode=2 Q9FsH & QI |C}

Native mode Sidecar mode

.
0 i & mred )
°“n my-pod —TYTTTN

| . ] ' / Legging A
) ! g N, Backend -
@ app-container . - J | -
| raarminy e _.__.-
s bt l‘-'. ., A ] R
sdrbmrr T -
E L

s
L
e log-file.log

-

o ) I \
v ) hegging-a e nt-posd
log-filelog 4= ” _l:r logrotate logping-agent-pod log-file.log
‘ |
logging-aganl
f_ -,:' logrotate @ -
- ’ _;J logrotate

b -

Kubectl log {2t Log agent?} .= E0IC}H AX|g|2, Sidecar WEi2 2O E £FoI=
FHU|E|A pod2] E sliet agent?} PodS Z[0{A 7H
logging backendoj] HgE
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Logging - Daemonset Mode

-------------------------------------------------------------

NAVER Cloud

L yfluentblt

POD-1

POD-2

POD-1

POD-2

fluentbit

POD-1

POD-2

) 4

fluentd

ObjectStorage

Data X%t

)
Q|

Kibana

.............................................................................................................
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B L|E{&l - Dashboard
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Heapster
Kubernetes Of|A 7|20 2 H|B &=
HHO|H 2 AH ZLIHY, 45 &4
=4

Pod 2 AT YEHH O 2 InfluxDB Of
=7 H[0|HE Xt

[}

cAdvisor

kubelet kubelet
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Kubelet
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